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INTRODUCTION

On November 6, 2012, over ten million Californians (81.3% of those vot-
ing on the issuc) dppmvcd Proposition 35, the Californians Against Sexual Ex-
ploitation (CASE) Act.' The CASE Act is a paradigmatic example of the dan-
gers of the imitiative ay:‘-,tun.j A democratic majority—in a perfunctory

* M.Sc. in Social Science of the Internet, Brasenose College, Oxford University;
J.D. candidate 2015, Stanford Law School. Thc: Stanford Law & Policy Review Note
Committee made this process a joy; I am grateful to the editors for their gentle and
skillful shepherding.

|. DEBRA BOWEN, CAL. SEC’Y OF STATE, STATEMENT OF VOTE: NOVEMBER 6,
2012, GENERAL ELECTION 69 (2012) available at
http://www.sos.ca.gov/elections/sov/2012-general/sov-complete.pdf.

2. Sherman ). Clark, A Populist Critique of Direct Democracy, 112 HARV. L.
REV. 434, 439-440 (1998).
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manner—dismantled the rights of a small, unpopular minority in a sideshow
buried behind the main thrust of the initiative.’

The CASE Act attempts to strengthen California’s ability to punish human
trafficking using a variety of legislative patches.* One of the Act’s proposals
restricts the ability of registered sex offenders to navigate the internet anony-
mously.’ This proposal (found in sections eleven through thirteen of the CASE
Act) is the subject of this Note.°

In this Note, I briefly analyze the history of the CASE Act and the past
California sex offender laws it supplemented before describing the misleading
way the Act appeared before California voters. | then analyze the sex offender
registry sections, and conclude that the proposed requirement is a poorly draft-
cd attempt to enact a questionable policy. The Act would be expensive to ad-
minister, and would (unconstitutionally) collect too much information from
some individuals while not adequately dissuading the most harmful online ac-
tivities.

I. THE CASE ACTIN CONTEXT

The CASE Act was sponsored by Californians Against Slavery and The
Safer California Foundation (created by Chris Kelly, former Facebook Chief
Privacy Officer and 2010 candidate for California Attorney General).’ Kelly
alone donated over two million dollars to support the CASE Act.”

Sections ¢leven through thirteen of the CASE Act amend California Penal
Code sections 290.014(b) and 290.015(4)-(6) to require registered sex offend-
crs to register their (1) internet service providers, and (2) c-mail addresses,
uscrnames, screen-names, and other similar identifiers used on “forum discus-
sions, . . . chat rooms, . . . instant messaging, social networking, or similar In-

3. Even the name of the Californians Against Sexual Exploitation Act (emphasis
added) shows that the main purpose was to stop “sexual exploitation,” not to target all
crimes that land someone on the sex offender registry.

4. See About, VOTE YES ON 35, http://www.caseact.org/about/ (last visited Apr.
27, 2013).

5. Id.

6. I take the liberty of treating only these sections of the CASE Act partly be-
cause section 16 of the CASE Act encourages the severability of the sections, but also
because, despite the attempt to intermingle the issues in the surrounding documentation,
this one seems casily severable. Californians Against Sexual Exploitation (CASE) Act,
2012 Cal. Legis. Serv. Prop. 35 § 16 (West), available at http://www.cascact.org/wp-
content/uploads/2012/1 Il/CASEAct InitiativeText.pdf. The wisdom and execution of
the parts of the bill addressing human trafficking are left to other writers.

1. Frequently Asked Questions, VOTE YES ON 33,
http://www.caseact.org/case/faq/ (last visited Apr. 27, 2013).

8. Anna Almendrala, Prop 35 Passes: California Voters Approve Harsher Sen-
tencing For Human Traffickers, HUFFINGTON POST,
http://www.huffingtonpost.com/2012/11/07/prop-35-passes-california n 2089305 .html
(last visited Apr. 27, 2013).



2013] CALIFORNIA'S SEX OFFENDER REGISTRY 573

ternet communications.”™ Registered sex offenders would have to update
changes to their information within twenty-four hours.'”

The CASE Act is only the most recent in a long and convoluted series of
changes to California’s sex offender registry (the largest and oldest in the coun-
lryl” Before this most recent proposal, California law required registered sex
offenders to deliver to law enforcement such information as their proof of resi-
dency, place of employment, fingerprints, photograph, and license plate num-
bers.'? In 2004, a Megan’s Law bill in California required the state to publish
some of the sex offender registry information from certain registered sex of-
fenders on a publicly available website.'? In 2006, California voters passed
Proposition 83 (a Jessica’s Law initiative), requiring all registered sex offend-
ers convicted of a felony in California to submit to GPS tracking.'”

The CASE Act failed to meld with these existing laws or to adopt the best
practices made apparent by their limitations. The Act makes no mention of the
public reporting features from the Megan’s Law bill, though it does make clear
that this information will be shared with the Department of Justice.'> Will this
data be published through the process created by Megan’s Law, or will it be re-
served for only peace officers and law enforcement under California Penal
Code section 290.021? Presumably this data will not—at least initially—be
published through the process created by Megan’s Law, but this is speculation
not discernable from the text of the initiative. The CASE Act also does not dis-
tinguish among sex offenders based on their crime (as does Proposition 83).'°

[I. PRESENTING THE CASE ACT TO THE VOTERS OF CALIFORNIA

Some Californians may have sought out this contextual information. But if
California voters relied on the Official Voter Information Guide (the guide pro-
vided by the California Sectary of State) for their information, they were treat-
ed to a perfunctory overview—from pillars of the community and victims of
horrendous crimes—of the benefits of the increased reporting requirements.
They were not presented with good arguments (in fact, they were presented
with no arguments) against the sex offender registry portions of the CASE Act.

9. CASE Act §§ 11-13.

10. CASE Act § 11,

| 1. Sex Offender Registration and Exclusion Information, ST. CAL. DEP’T JUST.,
http://www.meganslaw.ca.gov/sexreg.aspx (last visited Apr. 2, 2013).

12. CAL. PENAL CODE § 290.015(a)(1)-(3) (West 2013).

13. Abowt Megan's Law, ST. CAL. DEPT JUST.,
http://www.meganslaw.ca.gov/homepage.aspx?lang=ENGLISH (last visited Apr. 21,
2013).

|4, Jessica’s Law  Fact  Sheet, CaL. DEP'T CORR. & REHAB.,
http://www.cder.ca.gov/parole/sex_offender facts/docs SOMB/JessicaslLawFactSheet
| 10807.pdf (last visited Apr. 2, 2013).

15. CASE Act § 11.

16. Id
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California allows advocates on cither side of the initiative to place their
names under their arguments for or against the initiative in the Complete Voter
Information Guide.'” The supporters of the CASE Act (with the righteous
names of Californians Against Slavery and The Safer California Foundation)
enlisted three human trafficking survivors, a California District Attorney, the
president of KlaasKids,'® and the president of the California Police Chiefs As-
sociation to endorse their arguments.'” They briefly mentioned the sex offender
registry requirements, claiming in broad language that they will “help protect
our children and prevent human trafficking.”"

Of the tour people presenting the opposition arguments, two were from the
Erotic Service Providers Legal, Education, and Research Project, Inc., one was

S : ; a2 2]
an author/sex worker activist, and the last was 1dentified only as Starchild.”" In
their Argument Against Proposition 35 and Rebuttal to Argument in Favor of
Proposition 35, these parties predictably spent their entire allotted space dis-
cussing the other human trafficking pmpﬂaalb and never once mentioned the
additional internet reporting requirements. >

This oversight disserved the people of California. It 1s one thing for
proponents and the statc Attorney General (who writes the official title and
summary) to dismiss opponents’ worries as fanciful or wrongheaded, but 1t un-
dermines the plebiscite when all parties charged with presenting the initiative
fail to mention that the sex offender registration sections present serious poten-
tial fiscal and policy downsides.

First, the official information guide did not include all of the financial im-
pact information voters necded. The Official Voter Information Guide includes
a financial impact statement provided by the state, but it Ell'ld]}’de only the 1m-
pacts of the human trafficking portions of the CASE Act. 2 Despite having a
section analyzing increased criminal justice costs, there 1s no assessment of
how much it would cost to manage ecither the increased incarcerations (if any
will result) or the rc{:urding of all of this information for the over 90,000 sex
offenders in California.”* True opponents would have highlighted that these

17. CAL. SECY STATE, OFFICIAL VOTER INFORMATION GUIDE, 46-47, available at
http://voterguide.sos.ca.gov/propositions/35/arguments-rebuttals.htm.

18. KlaasKids is a nonprofit created in memory of Polly Klaas, a kidnap and mur-
der victim, in order to prevent child kidnapping and murder. KLAAS KIDS FOUND.,
http://www klaaskids.org (last visited Apr. 2, 2013).

19. OFFICIAL VOTER INFORMATION GUIDE, supra note 17, at 45-47.

20. Id. at 46. (The entire text of the argument section devoted to the registry is:
“Prop. 35 requires convicted sex offenders to provide information to authorities about
their Internet presence, which will help protect our children and prevent human traffick-
ing.”).

21. M.

22. Id

23. Id. at 44-45,

24. Editonal, Endorsements: ‘No' on Flawed, Well-Intended Proposition 33,
SACRAMENTO BEE, Sepl. 24, 2012, at 9A, available at
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marginal costs should at least be acknowledged.” because even before the in-
creased data inflow the CASE Act created, police and sheriff’s departments
were overwhelmed by the data the thousands of sex offenders in California
submitted.”

Additionally, opponents should have at least tried to counter with some of
the policy arguments discussed infra. Clearly not all could fit, and some are
better than others, but the people of California were given only silence, and told
to interpret this as they wish.

California voters supported the Act despite these oversights, but these
omissions caught up with the CASE Act on January 11, 2013. Only two months
after the CASE Act passed, the American Civil Liberties Union of Northern
California (ACLU-NC) and Electronic Frontier Foundation (EFF) won a pre-
liminary injunction challenging these sections of the CASE Act on behalf of

. 2 . A T 5 1R
anonymous registered sex oftenders in Doe v. Harris.”" The state appealed.”

I1I. PoOLICY ANALYSIS OF THE CASE ACT

Because the language of the Act is as underdeveloped as the arguments
against the Act, the people of California approved a nebulous overregulation of
the anonymous speech rights of a distrusted minority. The most worrying am-
biguity 1s who would use the data and how they would use it. The language did
not make clear whether (1) law enforcement would use it to target monitoring
activity, (2) the public would use it to better understand who they were interact-
ing with online, or (3) both. But no matter who (law enforcement or the public)
is to usc the registry, the result was a law that is simultancously over- and un-
der-inclusive.

The CASE Act is overbroad in two ways. First, it collects online
uscrnames from all registered sex offenders, when a smaller, targeted pool
within this registry would decrease the amount of bureaucratic overhead with-
out hampering the policing of illegal behavior. This critique can be leveled at
many policies restricting activitics of registered sex offenders, but it is one that
is rarely persuasive to registry proponents. There is little new to add to this de-
batc when applying it to this policy, except to note that many California poli-
cies do treat different registered sex offenders differently.”’

http://www.sacbee.com/2012/09/24/484773 1 /endorsements-no-on-flawed-
well.html#storylink=misearch.

25. It was not mentioned, not even to be discounted as negligible, or warned of as
“hard to calculate.”

26. Editonal, supra note 24.

27. Doe v. Harris, 2013 WL 144048 at *1 (N.D. Cal. Jan. 11 2013).

28. See Doe v. Harris, ELEC. FRONTIER FOUND., https://www.clT.org/cases/doe-v-
harris (last visited Apr. 27, 2013).

29. See, e.g., Sex Offender Registration and Exclusion Information, supra note 11.
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The more unique over-breadth of the CASE Act is its definition of a
username. Facebook profiles are casier cases.”’ A reasonable parallel exists be-
tween creating an address/place-of-employment registry and requiring
username reporting on social networking sites like these. The reporting is most
problematic when people want to interact anonymously. The Ninth Circuit, in
In re Anonymous Online Speakers traces the right to online anonymous speech
back to the political missives of Publius (Madison, Hamilton and Jay) in The
Federalist Papers 2

Still, anonymous speech organizing a child pornography ring is different
from political z-*.pu.:{:»z:h.32 Some anonymous speech may be worth sacrificing. But
what about an anonymous post or a comment on the (aptly named) Sex Offend-
er Issucs B-lmg33 that advocates a politically unpopular opinion, or calls out a
politician for attempting to create an unjust law? The CASE Act prevents regis-
tered sex offenders from doing this, treating it just like all other forms of online
interaction. Anonymous specch on these sites may be dangerous, but these
dangers exist for any anonymous speaker in any forum. We police these prob-
lems with other tools (or not at all), and not by requiring preemptive rcal name
disclosure to the police.

Even with all the junk data that this policy would dredge up, the law is un-
der-broad, because 1t would probably not give law enforcement or the public
the data that it actually nceds. Whether the CASE Act was supposed to collect
usernames for law enforcement or for public disclosure, the efficacy of the pro-
posed regulation depends on the answers to four questions: (1) What are the
chances of getting caught not reporting? (2) What are the punishments for get-
ting caught not reporting? (3) What activities that we might want to prevent can
registered sex oftenders engage in without a username? (4) What is the margin-
al benefit of a registered username in detecting online crime?

A. The Chances of Getting Caught

Delinquency in reporting usernames will likely be harder to track down
than delinquency in reporting an address, placec of employment, or vehicle
(some of the current reporting requirements), because there is no good way to

30. Though they may too be protected. In Doe v. Marion County, the Seventh Cir-
cuit, on January 23, 2013, remanded with instructions to enter judgment for the plaintiff
and 1ssue an injunction against an Indiana law prohibiting registered sex offenders from
knowingly using a social networking website that allows people under the age of eight-
een. The court did not address the forced registry of Facebook names. Doe v. Marion
Cnty., 705 F.3d 694 (7th Cir. 2013).

31. In re Anonymous Online Speakers, 661 F.3d 1168, 1772-73 (9th Cir. 2011).

32. See id. at 1773 (*[CJourts afford political speech the highest level of protec-
4] e

33. SEX OFFENDER ISSUES, http://sexoffenderissues.blogspot.com (last visited Apr.
27,2013).
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guess when someone is hiding a username. Reporting a part-time job and no car
might raise suspicions that information is being held back, but reporting a Fa-
cebook username and e-mail address does not give the police any assurance
that there are not other unreported Facebook accounts and e-mail addresses.
Even if California voters gave law enforcement the sweeping power to
constantly monitor the IP addresses used to create the reported usernames, there
arc many ways to confound tracking online (for example proxies and Tor, en-
cryption), and the activity voters should most want to police is the kind of ac-

tivity that people would spend the most time learning how to hide.*

B. The Punishments for Getting Caught

Even if onc is caught violating the CASE Act, the punishment for not reg-
istering undcr California Penal Code section 290.015 is currently at the most
three years.>> This will likely deter people from skating the line, and this wide
net will catch many usernames. But because the penalties for misreporting are
so slight (three years maximum) in comparison to those for heinous crimes,
criminals probably won’t accurately report the usernames they use to commit
them.

C. Activities that Do Not Require a Username

Much of the underbelly of the internet does not require a username.
Craigslist (a site for cxchangmg goods and services with other local people)
does not require a username,”” and 4Chan (a billboard site for commenting and
image posting) does not allow them.”” The anonymous video chat site Cha-
troulette did not require a username until December 2012, and once it required
a corroborated ['ldITIC a competitor that does not require usernames saw 75%
more traffic per day.”® As none of these sites require usernames, activities on

34. Anonymizing traffic is %unmlhinhr the tech savvy have gotten relatively good
at. And for the rest of us, all it requires usually is a quick Internet search. See, e.g., Erik
Bauman et al., Don't be a Petraeus: A Tutorial on Anonymous Email Accounts, ELEC.
FRONTIER FOUND. (Nov. 28, 2012), https://www.elT.org/deeplinks/2012/11/tutorial-
how-create-anonymous-email-accounts (on creating an anonymous ¢-mail account).

35. CAL. PENAL CODE § 290.018(b) (West 2013).

36. According to the Terms of Use, people can be “users,” but no username is re-
quired to post or reply to a post. Craigslist Terms of Use, CRAIGSLIST (Feb. 14, 2012),
http://www.craigslist.org/about/terms.of.use.

37. Though you can choose to fill in a name (or leave it blank) when you post on
dchan. Frequently Asked Questions, 4CHAN, http://www .4chan.org/fag#register (last
visited Apr, 27, 2013).

38. Users Leaving Chatroulette in Droves as a Result of New User Requirements,
ASSOCIATED PRESS, Dec. 13, 2012, available at
htp://'www.releasewire.com/Associated-Press/63318.pdf.
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them would not require the user to inform the police that they were regularly
using the site.

D. Marginal Increase in Detecting Online Crime

There 1s no guarantee that reporting usernames will help law enforcement
to police online activity. The CASE Act says mercly that the usernames must
be reported. If the police have a username, are they going to run an algorithm
searching the internet for unsolicited inappropriate contact by keyword? If, for
cxample, someonc keeps a relatively private Faccbook page, having the
username itself will not help the police to investigate what the profile is used
for.

And if the information is released to the public, is the public going to know
about the information? Will the public know how to use the information, or—
more importantly—how to use it legally without making unconstitutional deci-
sions based on the sex offender status? Will children know how to use this in-
formation?

Because all of these important questions were left unanswered by the lan-
guage of the CASE Act, the only thing that can be said for sure is that the
CASE Act was poorly drafted and glossed over a host of complicated techno-
logical, constitutional, criminological questions. For these reasons The Sacra-
mento Bee encouraged a ‘no’ vote to induce the backers to go through the regu-
lar legislative pmccss.'w Though the Act’s proponents were previously stymied
in the California legislature,”’ they have succeeded in their goal of raising
awareness of this issue,*' and demonstrated the public’s acquiescence to (if not
necessarily the popularity of) their ideas. They will have more leverage in forc-
ing the legislature to pay attention this time around.

IV. A SLIPPERY-SLOPE CRITIQUE

One remaining consideration 1s the precedent of username registries that
this act creates. The government may not hesitate to extend this precedent to
more mainstream groups in the future. It might seem unfair to ask the backers
of the CASE Act to defend their proposal against this mission-creep argument,
because their proposal has clear—if mistaken—Ilimits. Moreover, the precedent
is arguably less worrisome because of the specific legal obligations socicty al-
ready places on the minority group it targets. The CASE Act piggybacks on ex-

39. Editorial, supra note 24,

40. /d.

41. Frequently Asked Questions, VOTE YES ON 35,
http://www.casecact.org/case/faq/ (last visited Apr. 27, 2013) (explaining that they chose
the mmitiative process to raise awareness and because the political environment was
wrong for passing stronger criminal laws).
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isting information gathering processes and does not create any new tools for
registering usernames. It really only allows for the creation of a new type of da-
ta, not a new procedure for gathering usernames.*?

And yet, for those who might be persuaded by it, the slippery-slope argu-
ment here is not purely theoretical or patently unreasonable. In January 2012,
China expanded a trial “Real Name” pu::rli»::},r.‘:H It extended a smaller test to re-
quire all microblog users to register accounts in a manner that lets the govern-
ment track down the owner of the account at the government’s behest.** Only
cleven months later, in December 2012 China unveiled a law requiring all citi-
zens to register before accessing the internet or posting at all.*

[t may not be working well in China ycl,‘m and the United States certainly
has a different culturc of frec speech than China. But in China it was a one-
way-ratchet, and the policy justifications used by those pushing for the CASE
Act don’t seem casily distinguishable from the similar broad language used by
Chim::mtf4 ?ufﬁcials of “protect[ing] people’s interest” and making the internet
“safer.

CONCLUSION

There are websites on which the people of California might have reason to
prevent certain people from creating anonymous usernames. The CASE Act
was not how they should have done it. The ACLU-NC and EFF should win the
appeal of their preliminary injunction against this iteration of the policy, and
the backers’ next attempt should go through the California legislature. This
process should force them to either accommodate or explicitly disavow the
many concerns outlined here and by the Act’s many other concerned oppo-
nents.

Because both laws banning sex offenders from using social networking
sites and laws requiring sex offenders to report all of their usernames were

42. That this itsell may be a movement down a different slippery slope (requiring
more and more information from registered sex offenders) is not lost on the author.

43. Michael Wines, China Expands Program Requiring Real-Name Registration
Online, N.Y. TIMES, Jan. 19, 2012, at Al, available at
http://www.nytimes.com/2012/01/19/world/asia/china-expands-program-requiring-real-
name-registration-online.html? r=0,

44. Id

45. Joe McDonald, China Real-Name Registration is Now Law in Country,
HUFFINGTON POST (Dec. 28, 2012), http://www.huffingtonpost.com/2012/12/28/china-
real-name-registration n 2373808.html#slide=more269973.

46. David Caragliano, Why China’s ‘Real Name' Internet Policy Doesn't Work,
ATLANTIC (Mar. 26, 2013), http://www theatlantic.com/china/archive/2013/03/why-
chinas-real-name-Internet-policy-doesnt-work/274373/.

47. Ben Blanchard & Huang Yan, China May Require Real Name Registration for
Internet  Access, REUTERS (Dec. 25, 2012). http://www.reuters.com/article/
2012/12/25/net-us-china-Internet-idUSBRESBO01320121225.
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ruled unconstitutional,” a good place to begin the redraft is a melding of the
two: requiring the usernames of a subset of sex offenders on a subset of web-
sites to be reported in a recasonable timeframe. Sensible citizens may disagree
about how much online anonymity i1s worth sacrificing, but the proponents are
justified in pursuing a well-thought-out reporting requirement. This 1s a more
reasonable starting point, and would be a step toward a more sensible, constitu-
tional attempt to achieve these goals.

48. See supra text accompanying notes 27 and 30.



